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1. Introduction
This paper explains how Verizon Wireless private network solutions can be deployed using the Verizon Wireless 

CDMA2000 1xRTT and EV-DO networks. The following private network–related areas are described:

• CDMA2000 1xRTT, EV-DO, and Long Term Evolution (LTE) technology

• Enhancements that Verizon Wireless offers on its network

• Options available to customers using private networks

This paper begins with an overview of CDMA2000 1xRTT and EV-DO technology that provides sufficient information 

for any reader who simply wants a high-level understanding of a CDMA network. The paper will then explore in detail 

the Verizon Wireless private network solutions that use the network, and available customer options.

1.1 Audience
This paper has been developed for Open Development wholesale resellers, enterprise customers, IT administrators, 

decision makers, and other personnel. It is assumed that the reader has an understanding of CDMA2000 1xRTT and 

EV-DO technology and some understanding of computer and network concepts.

2. CDMA2000 1xRTT and EV-DO Network and Technology Overview
Over time, more and more demands have been made on the capabilities of corporate networks. Workers want more 

mobility, high-speed access, and an extension of applications across the enterprise, all of which can strain current  

IT capabilities.

Verizon Wireless understands these demands and has constantly improved its mobile data network to offer increased 

mobility, access, and applications. This process is ongoing, but it pays to see what’s happened before to gain a greater 

appreciation of the capabilities of today’s mobile data network.

Early second-generation (2G) CDMA-based wireless networks have proved their effectiveness in delivering high-

quality voice traffic to subscribers. These early 2G networks were known as cdmaOne or IS-95 after the interim 

standard that defined cdmaOne.

Shortly thereafter, voice users wanted basic data services, which prompted the various industry players to join together 

to meet this demand. A set of global wireless data standards and specifications was developed to define the methods 

and techniques required to offer circuit-switched data services to subscribers. These methods and standards formed 

the basis for third-generation (3G) wireless communication and are defined by a set of independent International 

Telecommunications Union (ITU) recommendations. These ITU recommendations for CDMA networks are collectively 

known as the International Mobile Telecommunications-2000 (IMT-2000) standards framework. 

In 2000, the IMT-2000 standards framework was implemented on a CDMA wireless network, becoming the very first 

commercially available, 3G circuit-switched data service to be deployed based on these global standards. On CDMA 

networks, these 3G data services are typically referred to as CDMA2000 or IS-2000.

The CDMA2000 wireless air interface standard is known by many terms, including: 1x, 1xRTT, IS-2000, CDMA2000 1x, 

and CDMA2000. The designation 1xRTT is frequently used to identify the version of CDMA2000 radio technology that 

operates over 1.25-MHz radio channels (one times 1.25 MHz).
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The first phase of CDMA2000 is called 1xRTT. 1xRTT provides maximum theoretical data rates of 144 Kbps (downlink) 

and 144 Kbps (uplink), as well as twice the voice capacity on a single 1.25-MHz CDMA channel. Subsequent phases 

of CDMA2000 post-1xRTT introduced EV-DO Rev. 0 and Rev. A, with much higher throughput speeds. 1xRTT is 

commonly referred to within the industry as being a “2.5G” technology. EV-DO Rev. 0/Rev. A. are 3G technologies.

Typical average download speeds for Rev. A are 600 Kbps to 1.4 Mbps and typical average uplink speeds are  

500 Kbps.1 For Rev. 0/Rev. A speed comparisons, please see figure 1.

1xRTT 1xEV-DO Rev. 0 1xEV-DO Rev. A

Peak speeds
153 Kbps (downlink)

153 Kbps (uplink)

2.4 Mbps (downlink)

153 Kbps (uplink)

3.1 Mbps (downlink)

1.8 Mbps (uplink)

Average user throughput
60–80 Kbps (downlink)2

60–80 Kbps (uplink)2

400–700 Kbps (downlink)2

60–80 Kbps (uplink)2

600–1,400 Kbps (downlink)2

500–800 Kbps (uplink)2

Figure 1: speed comparisons, from 1xrtt to eV-Do rev. a.

As new technologies emerge for wireless communications, Verizon Wireless is studying and considering these 

technologies and continuing to improve its ability to offer more mobility, more secure network access, and extended 

applications. One of these new technologies, LTE, will form the basis for the fourth-generation (4G) Verizon Wireless 

network. 4G networks are comprehensive IP solutions that deliver voice, data, and multimedia content to mobile users 

anytime and almost anywhere. 4G technology standards offer greatly improved data rates over previous generations 

of wireless technology. Faster wireless broadband connections enable wireless carriers to support higher-level data 

services, including business applications, streamed audio and video, video messaging, video telephony, mobile TV, 

and gaming.

1 Speeds require an EV-DO Rev. A–capable device. When using an EV-DO device that is not Rev. A–capable or traveling in the Extended Broadband 
Services Rate and Coverage Area, you can expect download speeds of 400 to 700 Kbps and upload speeds of 60 to 80 Kbps. Mobile Broadband 
speed claims based on our network tests with 5 MB FTP data files, without compression. VzAccess Manager will indicate when you’re in an EV-DO 
Rev. A coverage area. Outside the Mobile Broadband Rate and Coverage Area, the Nationalaccess network allows connections at typical speeds of 
60 to 80 Kbps, based on our network tests with 101 KB FTP dataless. Actual speeds and coverage may vary.

2 Based on advertised Verizon Wireless average user throughput.
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2.1 Mobile Stations
In a typical network setup, most users experience a data network through their handhelds or through modems and 

data cards in their notebook computers. However, it will become increasingly common to have wireless routers 

supporting the access needs of enterprises. This is the subscriber’s point of entry for mobility, network access, and 

enterprise-wide applications for using corporate data. In terms of the network, handhelds or modems are the mobile 

stations that function as a mobile IP client in a CDMA2000 1x and EV-DO network. Mobile stations consist of a radio, 

baseband processor, and a general-purpose processor for interfacing to the handset user or to a hosting computer. 

The mobile station radio and baseband processor interact with the radio access network (RAN) to obtain radio 

resources in order to exchange packet data. The mobile station tracks radio resource status states such as active, 

standby, and dormant. The mobile station also accepts packets from the hosting computer when radio resources are 

not available or cannot support data flow to the network.

Base station controller
packet control function

Radio network controller

Mobile 
switching center

Home  
location 
register

Visiting  
location 
register

Figure 2: a simplified CDMa2000 1x data network showing 1xrtt and 1xeV-Do data structures.
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2.2 Radio Access Network
The RAN is the subscriber’s entry point into the mobile network. It’s here that the Verizon Wireless mobile data 

network differs from a typical network setup. This part of the mobile network is responsible for delivering packet 

services for 1xRTT and 1xEV-DO connections, making it possible for users to expand their mobility, enjoy better 

access, and deploy enterprise-wide applications.

The RAN maps the mobile station to a unique link layer used to communicate with the Packet Data Serving 

Node (PDSN) in the core of the network. The RAN must validate the mobile station for service and maintain the 

communications link between the mobile station and the network core. The RAN facilitates security by allowing only 

authorized mobile stations to access the core network. The RAN comprises the following key elements:

Base transceiver station

The base transceiver station (BTS) is physically composed of antennas, towers, and sophisticated electronics. These all 

work together to control the airlink and act as the interface between the network and mobile stations.

Radio resources are also managed by the BTS. Radio resources include the radio frequency and channel assignment 

for each mobile station, the power level of transmit and receive signals, antenna sector assignments, and  

signal separation.

The BTS manages back-haul connections to the base station controller (BSC) in order to minimize redundant traffic 

and traffic delays. The communications protocols used between the BTS and BSC are proprietary.

Base station Controller

The BSC acts as a link for voice and packet-switched data messages between multiple BTS units. The BSC is also 

responsible for mobility management and handoffs between BTS units that are within its domain. It handles the 

overall call control process. The BSC connects to the core of the network using connectivity options that vary 

depending on whether it is voice, data, or signaling information.

Packet Control Function

The packet control function (PCF) routes IP packets between the mobile stations connected to its associated BTS 

units and PDSN. The PCF maintains the connection state between the radio access network and the mobile stations. 

This connection state ensures an active path for packet data, buffers packets when radio resources are not available, 

and relays packets between the mobile stations and the PDSN.

2.3 Core Network
The role of the core network is to act as the gateway between the radio access network and the public or private 

networks that will handle the packet data. It provides connectivity authentication, authorization, and accounting 

(AAA) services, acts as the gatekeeper for access to hosted and other network services, and manages IP addresses. 

These functions contribute to the overall ability of the network to offer users mobility and secure access, and to 

extend applications across the enterprise.

The core network comprises the following key elements:

Packet Data serving node

The PDSN services the radio access network and acts as the primary gateway into the public or private network, 

granting users secure access to network data and applications.

The PDSN manages the interface between the BSC and BTS, and the IP network by establishing and terminating the 

mobile client link layers. The PDSN terminates mobile station Point-to-Point Protocol (PPP) services for the mobile 

stations it services. It provides IP services for the mobile stations based on the services requested and authorized.
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Each PDSN supports simple IP (SIP). When SIP services are provided to the mobile station, the PDSN acts as a stand-

alone network access server (NAS) and can provide SIP services to the mobile station. The PDSN authenticates users 

locally, or it can forward authentication requests to the AAA server and home agent when users move from one PDSN 

to another support SIP.

The PDSN records packet billing information in coordination with the BSC and actively manages subscriber services 

based on the device profile information it receives from the services and AAA servers.

The PDSN routes packets to the external public or private networks or to the home agent (HA), which can be secured 

via secure Generic Routing Encapsulation (GRE) tunnels.

aaa/home agent

The AAA server and HA are used to authenticate, authorize, and account for a device’s access to the network and 

network services Home Agent Support Mobile IP.

3.  The Verizon Wireless Private Network Overview
The Verizon Wireless private network was created to enhance the experience of today’s mobile workforce through 

the use of a dedicated connection that helps companies improve their network performance and workflow.

3.1 Verizon Wireless Private Network Features
The Verizon Wireless private network offers many features to help enterprise customers manage their mobile 

workforce more efficiently, including:

• Support for enterprise-owned private IP or public IP address assignment.

• Dynamic and Static IP addressing options.

• Data traffic segregation.

• Redundancy support via dual direct connection provides for robust connectivity (optional).

• Can leverage current Verizon Wireless connectivity capability.

• Mobile IP with mobile IP roaming support.

• Managed or unmanaged direct access to the Verizon Business Private IP (MPLS) network.

• Dynamic Mobile Network Routing allows enterprise application traffic to be routed directly to its destination 

(anywhere-to-anywhere connectivity).
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3.2 Verizon Wireless Private Network Functionalities
Functionalities of the Verizon Wireless private network for enterprise customers include: 

• Enhances workforce mobility by providing flexibility and ease of management, with a secure connection in a 

single network solution.

• Segregates enterprise traffic from public network elements of the Internet and assigns them to enterprise-

specific home agents.

• Routes data to the enterprise through a dedicated, secure tunnel.
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Figure 3: a simplified private network layout.

3.3 Verizon Wireless Private Network Architecture
Private network gives a Verizon Wireless enterprise customer wireless data traffic separation from the public Internet. 

Private network truly extends their corporate infrastructures to their wireless devices. Figure 4 offers a high-level 

overview of the architecture of the Verizon Wireless private network.

IP

Ingress Egress Ingress Egress

Verizon Wireless
AAA

Enterprise AAA1

Enterprise
accounting 

server

EHAFA
Verizon Wireless 

radio access 
network

Verizon Wireless
wireless data network Enterprise

network

Verizon Wireless private network—protocol operation

IP-in-IPIP IP
Fixed- end 

n e t work 
inter face

IPPPP

Examples of 	xed-end 
network interface:
• VPN
• MPLS port
• Point-to-point circuit
• Frame-relay PVC
• IPSec/GRE tunnel

Co
st

Security

FES
Verizon Business MPLS

Point-to-point
(T1/T3)

Dual-frame relay

Single-frame relay

VPN connection

Figure 4: Private network high-level overview.

1 Enterprise AAA functionality is present only when the customer has the Static IP Customer-Hosted solution option.
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3.4 Verizon Wireless Private Network Benefits Overview
The Verizon Wireless private network offers a variety of benefits that help enterprise customers ensure revenue-

generating operations have the connectivity required. 

• Traffic segregated from the public Internet increases security by preventing port scans onto the public IP 

address, which impacts performance and creates overages. 

• Multiple connectivity options can extend Private IP traffic separation across the wireless access loop. 

• Supports primary and back-up connections for notebooks, desktop PCs, routers, and telemetry devices to meet 

business connectivity goals. 

• Increases employee productivity and decreases cost of business operations. 

• Verizon hosted connectivity and IP addressing options simplify network management operations. 

• Extends enterprise WAN infrastructure. 

• Supports mobile or an at-home workforce. 

• Creates true last-mile access diversity. 

• Supports mobile and temporary locations. 

• Allows anytime access in most locations to enterprise applications with reduced complexity via a private 

connection from the wireless device to fixed enterprise locations. 

3.5 Applications
Enterprise applications that use IP-based protocols like TCP/IP or UDP can take advantage of the Verizon Wireless 

private network. These include, but are not limited to:

• Sales force automation, field force automation, and CRM applications.

• Telematics and telemetry applications, such as automated meter reading, alarm monitoring, vehicle 

management information systems, automatic vehicle location, and ATMs.

• Migration from legacy networks. Applications that are currently running on networks that may no longer be 

supported, such as CDPD.

• Applications that need cost-effective, wireless connectivity to support mission-critical business operations.

Examples of mobile endpoint deployments include:

• Mobile applications:

 – Wireless notebook access

 – Public safety—police car or emergency vehicle terminal

• Telemetry:

 – ATM/kiosk (primary and back-up connections)

 – Machine to machine (utilities or meter reading)

• Primary and back-up remote office connections:

 – Businesses using a wireless router that needs a primary or back-up broadband connection to the  

enterprise network
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3.6 Compatible Devices
Wireless access1 can be accomplished via a variety of wireless endpoints,2 such as:

• Mobile broadband devices—Data cards can be used with a device that does not have its own built-in modem. 

Different form factors include PC Cards, USB devices, and ExpressCard® products.

• Embedded notebooks—Many notebook manufacturers offer the option of having Verizon Wireless–capable 

modems as an embedded option. These include Dell, HP, Lenovo, Panasonic, and more.

• Smartphones.3 

• Wireless access routers4, 5—Embedded modems are becoming increasingly important. Models are available in a 

variety of form factors from multiple OEMs, approved for use on the Verizon Wireless network, including Cisco, 

Digi International, AdTran, AirLink, BlueTree, JBM, Linksys, Kyocera, and more.

3.7 Verizon Wireless Private Network Connectivity Details
Connectivity details of the Verizon Wireless private network for enterprise customers include:

• Connectivity:

 – Connection stays up for 23 hours and 55 minutes, is dropped, then immediately restarted.

 – RF connection will go dormant with 10 seconds of inactivity.

 – PPP session is established when service is needed, and dropped when service is not.

• Performance:

 – A wireless device will normally operate on EV-DO, but it is possible to fall back to 1xRTT. 

 – Best effort with approximately 200-millisecond round-trip latency with high jitter.

 – No SLA on wireless access.

• Security:

 – Customers must weigh the risk of sending data over a wireless medium that is encoded but not encrypted.

• Service levels:

 – A wireless device will normally operate on EV-DO, but it is possible to fall back to 1xRTT.

 – No SLA on wireless access. 

1 Only mobile IP–capable devices can be used with Verizon Wireless private network. Simple IP is not supported with private network.
2 A subscription to Verizon Wireless Mobile Broadband, Mobile Broadband Router, Telemetry, or Email Plan or Feature required.
3 BlackBerry® devices are not supported.
4 Dynamic Mobile Network Routing is only supported on Cisco Integrated Services Routers with a 3G EV-DO Rev. A WWAN HWIC interface card 

supporting Dynamic Mobile Network Routing. Current models:18xx, 28xx, 38xx, and, when released, the 19xx, 29xx, and 39xx. See section 3.9 for 
more information on Dynamic Mobile Network Routing.

5  Managed access to the Verizon Business Private IP network is only supported on Cisco 881G, Cisco ISR 1841/28xx/38xx with 3G-EV-DO-HWIC, and 
Digi ConnectPort WAN. 
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3.8 IP Addressing Options
A static IP address is assigned to a computer by an Internet service provider (ISP) to be its permanent address on the 

Internet. A static IP is required to run any service or application that requires external access from the Internet.

A dynamic IP is a temporary address assigned to a computer by an ISP only for the duration of an Internet, instant 

messaging, or chat session. Once the user disconnects from the Internet, the dynamic IP address goes back into the 

IP address pool so it can be assigned to another user. 

IP addressing options

Type of address Range

Dynamic iP Enables the home agent to assign a 
random address from a generally 
available pool provided by enterprise 
customers to mobile endpoints.

Enterprise customers can specify any 
desired range of public or private 
IP addresses that are assigned to  
mobile endpoints. 

There are three sets of private IP address 
space:

• Class A private address space is 
10.0.0/8-the entire class A.  

• Class B private address space is 
172.16.0.0/16.  

• Class C private address space is 
192.168.0.0/24.

static iP—Customer hosted 
(via own aaa server)1

Allows the mobile endpoint to maintain 
the same IP address every time it 
connects to the home agent.

Customers are able to support  
their own IP addressing management by 
using their own in-house proxy servers.

static iP—Verizon Wireless 
hosted 

Verizon Wireless hosts customer IP 
pools to provide static capability.

Allows the mobile endpoint to maintain 
the same IP address every time it 
connects to the Verizon Wireless hosted 
IP option.

static iP—Verizon Business 
hosted

This is required to support managed 
wireless access direct to the Verizon 
Business Private IP network.

Verizon Business’s Managed Network 
Service Organization provides IP 
addresses that are assigned to  
mobile endpoints.

3.9 Dynamic Mobile Network Routing
A network-based wireless technology capable of providing dynamic routing and support for mobile or stationary 

routers in primary wireless access or automatic wireless backup configurations using Mobile IPv4–based network 

mobility (NEMO) protocol regardless of the application being used.

Private IP customers expect native routing and any-to-any-connectivity regardless of access method. Dynamic Mobile 

Network Routing2 (DMNR) meets the customer need by providing bidirectional wireless data sessions without GRE 

tunnels. Unsolicited traffic to applications behind a wireless router is directed to the appropriate device because the 

wireless router’s LAN subnets are advertised into the Verizon Business Private IP cloud.

This allows for:

• Reduced complexity, scalability concerns, cost, and management for customers.

• Private enterprise networking. Different enterprises may use overlapping LAN subnets attached to the  

CPE routers.

• Enterprises having full control over the allocation of the LAN and WAN addresses of the wireless routers within 

their private VPNs.

• Dynamic distribution of Mobile IP NEMO routes within the enterprise VPN. 

1 Enterprise AAA functionality is operational only when the customer has the Static IP Customer-Hosted solution option.
2 The ability to send or receive voice calls is restricted on lines with Dynamic Mobile Network Routing to prevent interruptions to data sessions.
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• Support for a full spectrum of enterprise application protocols. 

• Support for managed enterprise services (1H 2010 availability).

• Support for primary and back-up connectivity to fixed networks (data centers).

• Support for stationary and mobile routers.

IP

Ingress Egress Ingress Egress

Verizon Wireless
AAA

Enterprise AAA1

Enterprise
accounting 

server

EHAFA
Verizon Wireless 

radio access 
network

Verizon Wireless
wireless data network Enterprise

network

Verizon Wireless private network—protocol operation

IP-in-IPIP IP
Fixed- end 

n e t work 
inter face

IPPPP

Examples of fixed-end 
network interface:
• Point-to-point circuit
• Frame-relay PVC
• IPSec/GRE tunnel
• MPLS port

Server

Client

ATM

POS

Mobile Router

IP- in-IPIPPPP Mobile IP NEMO

Figure 5: Private network high-level overview.

3.10 Mobile IP
Mobile IP (MIP) is an Internet protocol designed to support host mobility. Its goal is to enable the host to stay 

connected to the Internet regardless of its location. MIP is able to track a mobile host without needing to change the 

mobile host’s long-term IP address.

1 Enterprise AAA functionality is present only when the customer has the Static IP Customer-Hosted solution option.
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3.11 Domain Name System
When customers subscribe to Verizon Wireless private network service, enterprise traffic is passed to the customer 

premises equipment (CPE) at the end of the data tunnel, so DNS requests must receive special attention. 

There are two DNS options: 

• Option 1 is DNS with network address translation (NAT) by customer. Verizon Wireless forwards all DNS queries 

toward the customer network and, with the use of NAT, customers can direct the queries to their proper  

DNS servers. This requires that the following DNS addresses are advertised back to Verizon Wireless via  

BGP: • 66.174.95.44• 69.78.96.14• 66.174.92.14.

• Option 2 is DNS Redirect for Enterprise (DRE). This is the preferred solution. Verizon Wireless can redirect DNS 

queries toward enterprise DNS servers via customer network. This minimizes the need to perform any NAT 

functionality on the customer side and to advertise routes toward Verizon Wireless. The server assignment can 

be made as primary/secondary and supports UDP- or TCP-based DNS. UDP is the common protocol used for 

DNS. With both options, the wireless device would still display the Verizon Wireless DNS server IP address while 

in-network and the roaming partners’ DNS IP address while roaming.

Enterprise device Verizon Wireless PDSN/FA Verizon Wireless enterprise HA

Verizon Wireless 
wireless data 

network

Enterprise
network

Enterprise 
DNS server

DNS query DNS query

VPN, FES, and
Verizon Business MPLS

Figure 6: Private network Dns traffic flow.

3.12 Verizon Wireless Private Network Pricing

Private Network

set-up fee (without Dynamic Mobile network routing) $500
set-up fee (with Dynamic Mobile network routing) $750
add Dynamic Mobile network routing to existing 
private network $250

note: Direct connection is required for the Verizon Wireless private network. The above pricing does not 
include direct-connect pricing, which is required for the Verizon Wireless private network if your connection is not 
already established.
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4. Fixed-End Connectivity Solution Options for Private Network
Wireless connectivity and data transport solutions from Verizon Wireless allow companies to establish a private, direct 

connection between the enterprise network and the Verizon Wireless broadband network. A direct connection into 

the Verizon Wireless broadband network lets companies communicate with their mobile workforces with improved 

data response times, while reducing concerns over security and reliability. This section discusses connectivity 

considerations and explains all connectivity options available to help the reader make informed decisions when 

planning and purchasing a private network connectivity solution.

Verizon Wireless 
network

Corporate network

Frame relay

Fixed-end connectivity solution

VPN over Internet

Verizon Business MPLS

Gateway 
endpoint

Figure 7: Fixed-end connectivity solution overview.
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4.1 Connectivity Options
There are a variety of connectivity options for creating the connection between the enterprise network and the 

Verizon Wireless broadband network. Organizations can attach to the Verizon Wireless broadband network via VPN 

over Internet, dedicated point-to-point circuits such as T1, or Verizon Business MPLS. The best option depends largely 

on the organization’s requirements for security, cost, and redundancy. The following chart illustrates the supported 

connectivity solution options.

Connectivity Options

Options Benefit Consideration

VPn • Low cost
• Secure
• Redundant
• Dynamic Mobile Network Routing

• Not all VPN vendors are supported.
• Not supported for E-AAA connectivity.
• BGP routing.
• IPSec/GRE tunneling required.

Fixed-end system 
(Fes)-t1 point-to-point 
or frame-relay circuit

• Secure
• Full routing control
• Private network redundancy through 

dual frame-relay configuration to 
different Verizon Wireless locations

• Dynamic Mobile Network Routing

• BGP routing.
• Verizon Wireless supports only customers that 

implement access control policies to protect  
their networks.

• IPSec/GRE tunneling required.

Private iP wireless  
access (MPls) 

• Security
• Leveraging existing enterprise 

network topology, maximizing 
application flexibility, and potential  
for seamless diversity

• Efficiency 
• Global network
• Direct, meshed connectivity to all 

enterprise locations via single private 
network interface for optimized 
application performance and inherent 
data center redundancy

• Delivers business continuity, 
minimizing business risk due to 
network outages

• Extends enterprise WAN infrastructure
• Last-mile diversity
• Private network redundancy through 

second Private IP wireless gateway
• Verizon Business Management
• Dynamic Mobile Network Routing

• BGP routing.
• Customer AAA proxy server not supported on 

the same MPLS connections.
• Requires separate FES connection between 

customer’s AAA proxy server and  
Verizon Wireless proxy server.

• Dynamic Mobile Network Routing currently not 
supported for managed version.

note: Please contact a Verizon Wireless business specialist for more information. Please allow up to seven weeks 
for connectivity solutions implementation and setup.
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4.2 Connectivity Option Terminology

VPn connections

A VPN is a private network that uses a public network such as the Internet to connect users or remote sites together 

in a secure manner. VPN direct-connect solutions are extremely popular due to their low cost to deploy. Instead of 

using a dedicated connection such as leased-line direct circuits, the VPN option uses tunnels routed over the Internet 

from the company’s private network to the Verizon Wireless network operations center. VPN tunnels are terminated 

by the Verizon Wireless VPN gateway.

This approach uses a business’s existing connection to the Internet and requires IPSec-compliant VPN gateway 

equipment at the enterprise location. The Verizon Wireless VPN option secures the communication path between 

the enterprise location and the Verizon Wireless network operations center. Unlike a client-to-server solution, it does 

not secure the complete path from the mobile device to the enterprise’s VPN gateway. However, a VPN solution does 

not offer the typical reliability and controlled redundancy of leased-line direct connections.

iPsec protocol

The Verizon Wireless VPN solution uses IPSec, an IETF standard protocol for TCP/IP traffic security, to create a secure 

tunnel between the enterprise and Verizon Wireless VPN gateways. IPSec protocols authenticate the host computer, 

maintain data integrity, and encrypt data and shared keys. In IPSec tunnel mode, the entire IP packet is encrypted. 

This does not mean that the connection between the enterprise and the client is encrypted, but that the connection 

between the enterprise and the Verizon Wireless POP is encrypted.

Gre protocol

The GRE protocol is used in conjunction with Point-to-Point Tunneling Protocol (PPTP) to create VPNs between clients 

or between clients and servers.

single-frame relay

Frame relay is a data connection method where the telecommunications connection is established using a permanent 

virtual circuit (PVC). This PVC is a communications path that maps the physical circuit at the customer site to the 

physical circuit at the Verizon Wireless site. Frame relay is a popular option because it offers guaranteed bandwidth 

and accommodates spikes in traffic when the demand for bandwidth suddenly increases. Frame-relay circuits are 

available from fractional T1 data rates starting at 56 Kbps and can approach DS-3 rates of 45 Mbps. 

Diverse-frame relay

To further enhance network reliability, consider creating redundancy with a diverse-frame relay connection. Diverse 

circuits are typically established between two geographically different locations and provide redundant connections 

to redundant hardware (routers). Diverse-frame relay connectivity is popular when redundancy and durability of the 

connection are desired.

Point to point, such as t1 direct

T1 direct telecommunication circuits are also available. An installation fee is typically associated with this type of 

connection, based on the distance between the enterprise network and the closest Verizon Wireless POP. Fees are 

also influenced by local and long distance carrier rates for this service. This option is typically used when frame-

relay services are not available locally or when long distances are not required. DS-3 direct circuits are available to 

customers on a case-by-case basis in certain areas.
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Verizon Business Private iP (MPls)

The Verizon Business Private IP, or Multiprotocol Label Switching (MPLS), infrastructure puts all traffic on a reliable 

private network with QoS routing. Private IP Layer 3 allows businesses to build a hybrid solution between their 

public and private networks that helps enable automated business processes, such as e-commerce, VoIP, converged 

solutions, and shared intranets and extranets. The Verizon Business solution helps businesses streamline their  

network management, planning, and expansion. In addition, the MPLS network allows businesses to prioritize 

traffic (voice, video, and data), while consolidating the traffic onto a single network. This ability gives businesses the 

additional flexibility they need to dictate how their traffic is handled across the network, giving priority to mission-

critical traffic as needed.

The Verizon Business MPLS network provides a set of tools that gives businesses visibility into their IP networks 

and helps to improve application performance. These tools include advanced network assessment, reporting, 

dynamic bandwidth, and packet-marking tools, which allow businesses to fine-tune their networks to help improve 

performance and control costs.

Private iP Wireless access

A direct wireless access method that provides a secure broadband connection to the Verizon Business Private IP  

MPLS network. This method does not require enterprise customers to traverse the public Internet, which results in 

secure wireless access to their corporate LANs.

Unmanaged and Managed availability

Private IP wireless access is available to Verizon Business unmanaged Private IP and managed WAN customers. Both 

use the Verizon Wireless private network to provide Verizon Business MPLS network customers wireless access. 

The managed version of Private IP wireless access provides managed WAN customers with direct wireless access—

either primary or backup—to the Verizon Private IP network and utilizes the network-to-network interface (NNI) built 

between the Verizon Wireless private network and the Verizon Business MPLS network.

Managed WAN feature Benefits to the customers

Leverages the Verizon network with global reach and  
robust design.

Predictable and reliable service via single worldwide  
network provider.

Standards-based technology. Offers future enhancements, scalability, and interoperability.

Managed solution. Shields from technology and capital risks.

Highly scalable. Meets growing demand for access to corporate resources.

Access-independent solution. Takes advantage of new and evolving access technologies.

Integrated services add additional security and content 
delivery options.

Extends security and content policies out to the branch in a 
cost-effective manner.
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5. Private Network Connection and Provisioning
Account team members work with the customer to gather the required information to place an order for the solution. 

Orders are submitted and then reviewed by internal teams to ensure that provisioning can begin. Once the order 

is accepted, the necessary teams engage to provision the solution. The implementation interval can be 6 to 12 

weeks depending on the connectivity option chosen. The account team member will provide updates to ensure the 

customer is aware of the progress of the provisioning.

6. Customer Care and Technical Support
Around the clock, help-desk-to-help-desk support is provided. As downtime can impact revenue, Verizon Wireless 

provides 24/7 support to its private network customers, staffed by experienced professionals who are capable of 

resolving complex issues.  Note:  Verizon Wireless provides seamless customer support for the unmanaged customer 

when the enterprise is using the Private Network solution to the Verizon Business Private IP network.  Verizon Business 

provides seamless customer support for the managed customer when the enterprise is using the Private Network 

solution to the Verizon Business Private IP network.

7. Contact Information
For more information about the Verizon Wireless Open Development wholesale private network solution, 

contact your Verizon Wireless business specialist.

8. Important Information
This document and the information contained herein (collectively, the “Information”) is provided by Verizon Wireless, 

on behalf of itself and its affiliates (“Verizon”) for informational purposes only. Verizon Wireless is providing the 

Information because Verizon Wireless believes the Information may be useful. The Information is provided solely 

on the basis that each business will be responsible for making its own assessments of the Information and are 

advised to verify all representations, statements, and information before using or relying upon any of the Information. 

Although Verizon Wireless has exercised reasonable care in providing the Information, Verizon Wireless does not 

warrant the accuracy of the Information and is not responsible for any damages arising from the use of or reliance 

upon the Information. Verizon Wireless in no way represents, and no reliance should be placed on any belief, that  

Verizon Wireless is providing the Information in accordance with any standard or service (routine, customary, or 

otherwise) related to the consulting, services, hardware, software, or other industries. Deployment of a private network 

requires customer participation for end-to-end testing. Assuming that the customer is available after all Verizon tasks 

are complete, expect the following implementation time frames: VPN or FES (dependent upon FES circuit availability) 

solutions, four weeks; Verizon Business Private IP wireless access (MPLS), six weeks; and managed WAN, seven weeks.
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9. Glossary
1xeV-Do (one times evolution Data optimized)—The first phase of 1xEV technology that increases data 

download speeds.

1xrtt (one times radio transmission technology)—The first version of CDMA2000 technology that has downlink 

speeds of 307 Kbps and uplink speeds of 144 Kbps. 

2G (second generation)—The second generation of mobile phone technology introduced during the 1990s. This 

generation added data capabilities to mobile phones, including Internet and email access.

3G (third generation)—Third-generation mobile phone technology appeared in the 2000s and forms the foundation 

of our current mobile phone capabilities. 3G technology offers even faster Internet access, plus enables worldwide  

roaming capabilities.

aaa (authentication, authorization, and accounting)—A network server used for access control. Authentication 

identifies the user. Authorization implements policies that determine which resources and services a valid user may 

access. Accounting keeps track of time and data resources used for billing and analysis.

aCl (access Control list)—A means to control access to and denial of network services.

aM (account Manager)—Verizon Wireless or Verizon Business sales team member.

BGP (Border Gateway Protocol)—The routing protocol that carries information across the Internet.

BsC (Base station Controller)—A distributed computing structure of the access network that manages multiple Base 

Transceiver Stations (BTSes), radio resources, and handoffs between BTSes within its domain. BSC-to-BSC handoffs are 

handled by the mobile switching center.

Bts (Base transceiver station)—A structure of the access network that contains antennas, transmitting and receiving 

radio systems, encoding and decoding systems, and encryption and decryption equipment. Multiple BTSes are  

controlled by a BSC.

CDMa (Code Division Multiple access)—A method for sending multiple voice and/or data signals simultaneously 

across the radio spectrum. 

CDPD (Cellular Digital Packet Data)—A low-speed, cellular overlay that allows the transmission of digital data over 

unused cellular channels in the 800 to 900 MHz range.

CDs ops (CDs operation)—The Verizon Wireless team that builds sub-org ID during private network implementation.  

CPe (Customer Premises equipment)—Communication equipment that resides on a customer’s premises.

DM (Verizon Wireless Data Mediation)—Verizon Wireless team involved with setting up configuration during 

private network implementation.

DMU (Dynamic Mobile iP Update)—A procedure used to distribute and update mobile IP cryptographic keys in 

CDMA, 1xRTT, and 1xEV-DO networks.

Dns (Domain name server)—An Internet service that translates domain names into IP addresses.

Ds-3 circuit (Digital signal 3)—Also referred to as a T3 line, a digital telephone connection or circuit that offers data 

speeds of 44.736 Mbps.

Dse (Verizon Wireless Data sales engineer)—Verizon Business technical account team member.

Dso (Verizon Wireless Data services operations)—Verizon Wireless team involved with implementing MOP.

e1—E1 is the European equivalent of a U.S. T1 line (see T1). 
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e-aaa (enhanced authentication, authorization, and accounting)—An enhancement or improvement over 

traditional AAA network functions.  

eDts (enterprise Data technical support)—Verizon Wireless Tier 1 customer support.

eha (enterprise home agent)—See home agent but used by enterprise customers.

Fa (Foreign agent)—A network device that acts as a mobility agent for a mobility node. Foreign agents work 

in conjunction with a home agent to support IP traffic forwarding for a device connecting to the network from 

somewhere other than its home network.

Fes (Fixed-end Connectivity solution)—Contains all infrastructure to maintain mobile communications systems, 

including base transceiver stations, switching centers, and more.

GlP (Global logical Provisioning)—Verizon Business team responsible for provisioning the Private IP port.

Gre (Generic routing encapsulation)—A tunneling protocol that allows network layer packets to contain packets 

from a different protocol. It is widely used to tunnel protocols inside IP packets for virtual private networks.

ha (home agent)—A core network device that stores and forwards location and IP address information about a 

mobile station when it is away from the mobile station’s home network. The home agent is used in conjunction with 

one or more foreign agents to manage mobile stations as they roam.

ietF (internet engineering task Force)—A standards organization responsible for developing and promoting 

Internet standards, including TCP/IP protocols.

iM (implementation Manager)—Verizon Business team member responsible for ordering the Private IP port.

iMt-2000 (international Mobile telecommunications-2000)—IMT-2000 is the global standard established by the 

ITU for 3G wireless services.

iP (internet Protocol)—A network layer protocol used for communicating data over packet-switched networks. 

Typically encapsulated in a data link layer such as Ethernet, it provides a unique global addressing scheme for  

computing devices.

iPsec (iP security)—A suite of protocols used to secure IP communications through authentication and 

encryption technology.

isD (international service Delivery)—Verizon Business team responsible for implementing the Private IP port.

itU (international telecommunications Union)—An international governing body that develops standards 

recommendations for telecommunications, consumer electronics, broadcasting, and multimedia communications.  

The ITU’s main responsibilities governing the mobile telecommunications industry is standardization, radio spectrum 

allocation, and the facilitation of arrangements between countries allowing for international phone calls. 

MiP (Mobile iP)—In MIP, the packet data session is not dropped each time the user changes location. The session 

continues as long as mobility is still connected to the home agent.

MlPPP (Multi-link Point-to-Point Protocol)—An extension to the Point-to-Point Protocol that enables two channels 

to be linked together to double the throughput. It is used for ISDN transmission and channel bonding.

Mnso (Managed network solutions operations)—Verizon Business operations team for managed Private IP 

wireless access.

MoP (Method of Procedure)—The instructions on building a physical customer instance or, in this case, the 

private network.
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MPls (Multiprotocol label switching)—A method for integrating Layer 2 information about a network into Layer 3 

within an ISP, giving the ISP additional flexibility to route and divert traffic around network incidents, such as failures, 

congestion, or bottlenecks.

MsC (Mobile switching Center)—A core network switching structure that bridges the mobile telephone access 

network with another telephone network such as the public switched telephone network.

MsD (Managed service Delivery)—Verizon Business team responsible for implementing managed services.

nas (network access server)—A device that functions as an access control point for users in remote locations, 

connecting users to their company’s internal network or to an Internet service provider.

nat (network address translation)—A technique to allow a device to act as an agent between a public network, 

such as the Internet, and a local or private network, such as a corporate intranet, enabling a single, unique IP address 

to masquerade the IP addresses of an entire network of computers. 

nBDM (Verizon Wireless network Data Base Management)

nni (network-to-network interface)—Circuit between Verizon Wireless data network and Verizon Business Private 

IP network. 

nrB (network repair Bureau)—Verizon Wireless Tier 2 customer support.

oe (order entry)—The Verizon Business team that accepts Private IP port requests.

PCF (Packet Control Function)—Routes IP packets between the mobile stations connected to its associated BTSes 

and PDSNs.

PDsn (Packet Data serving node)—A PDSN establishes, maintains, and terminates a PPP session to an MS. 

Pn (Private network)

PoP (Point of Presence)—A point of access to the Internet, usually a collection of routers and servers housed in a 

physical location by an ISP.

PPP (Point-to-Point Protocol)—A common method to establish a direct connection between two points. PPP is 

link layer–agnostic and is commonly used to establish a connection between a networked device and the Internet.

PVC (Permanent Virtual Circuit)—Used most often between hosts that communicate continuously, this is a circuit 

that is always available.

PVC (Permanent Virtual Circuits)—Virtual channel on the Network-to-Network Interface.

PWG (Private iP Wireless Gateway)—Verizon Business port on Private IP.

Qos (Quality of service)—The measure of performance in a telecommunications system. QoS refers to the 

mechanisms in the network software that make the actual determination of which packets have priority.

ran (radio access network)—A network that grants an end user access to the network core and network services.

rsa (rivest, shamir, adelman)—An encryption and authentication system that uses an algorithm developed by Ron 

Rivest, Adi Shamir, and Leonard Adelman.

se (sales engineer)—A Verizon Business technical account team member.

siP (simple iP)—In SIP, users who change their locations while on a wireless device cause their packet data session 

to end, so each time the location changes, a new packet data session is initiated. 

sPs (specialized Product services)—Verizon Business Tier 2 technical support.

t1—A digital telephone connection or circuit that offers data speeds of 1.544 Mbps. It is made up of 24 separate 

channels, each capable of transmitting at speeds of 64 Kbps.
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tCP/iP (transmission Control Protocol/internet Protocol)—A collection of communications protocols used to 

connect hosts to each other on the Internet.

UDP (User Datagram Protocol)—A high-performance communications protocol that transports packetized data 

without the overhead of acknowledging that packets have been either sent or received. 

UMts (Universal Mobile telecommunications system)—A 3G broadband service  that allows for the packet-based 

transmission of text, digitized voice, video, and multimedia content.  

VhaP (Verizon home agent Portal)—Verizon Wireless Private Network implementation tool.

VoiP (Voice over internet Protocol)—Telephone services that use the Internet to make and receive calls.

VPn (Virtual Private network)—A private communications network used by companies to privately communicate 

over a public network.

Wan (Wide area network)—Geographically dispersed telecommunications network.

Network details & coverage maps at vzw.com. © 2010 Verizon Wireless. All company names, trademarks, logos, and copyrights not property of 
Verizon Wireless are property of their respective owners. All rights reserved.  
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